Play Callback

Play Callback v1.0

A el

2014.11.23 [v1.0 2 A X0 Xk

He

Expire option

Play callback
Callback flow

Response JSON spec.
Callback kind

ZHZXO| Expire HEE R Fot= 8% (kind:1)

kindl : request expire option

reguest

response

1/19



Play Callback v1.0

kind3 : play content (expire content)

request
response
Code sample
PHP sample
JSP sample

2/19



Play Callback v1.0

e

Kollus T 8Z2|0[0{0f A RjA4S SHIf DZAOJ A R |3 URL & S = (Callback)ts 7|52
ol
H

=
Mol it

M

Mo

—

Expire option

ZH = o[ 0 22X 7 2de =

A 59| data-type O|L} gt0] Y E HO{LI= E2 ZH
Uom, ZHEE HH 20 et AHE XistS 2|dl= B2 EXSHX| 2& L C

@ Expire date : ZAHIX QtF A|7L
O data-type : integer, unixtime stamp
O ZEIX TjM0| BIRE A7t
W ZEIX KO DR E A7
ex) 2014. 3. 3. 5 A| 45 & 30 = GMT — 1393825531

Bl O : unlimited (£X|3H

Play callback

Play callback(0|5t S)S ALESHY| fISHM= CMS 2| ZH2| oMM 22| X} O] &2l Hets
2act 2O2 Aoz ME 540 Play 24 =0 DAA0M 2SS SEZ7] 2/l

Ho|El URL & SE5HMOF LTt

3/19



Play Callback v1.0

Off 2 ZHALOf A

20l & KAS}7| 2

CES=1

10

IHo

!

M

SYYEIE RAISHAOF

At
(=]

100

URL 2

dH

m
@
ol
K0

ojn

Of ==& LIt

==

B2 Play =4

(@lcjo £
2. Play 28 URL O] SEt3}X|

O MY E[X] EELCH

ot
O

L

g LCt

3

K

o

ap Ch2 A

H

o= S&5HA Lt

H
=

=
=

i

Bl <= Play 20| O}l DRM

M

20 e} Play
AEQ|YA[O] R Hof| CHet

ol
=

4/19



Callback flow

Play Callback v1.0
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http://www.foo.com/auth.php
http://www.foo.com/auth.php

Play Callback v1.0
O client_user_id : 02 A} 3|2 00| LC|

O player_id : TZ4A} 3| 210] kx| QU EHZ ofo)C|

O device_name : 1 ZHA} 2|10 J}X| =l

O media_content_key : $1X}| M2liste{= SHX key QL|Ct.
W X230 SEE HE=0 20 1x7 7|LCt

B Y=2CE HHXE o2xE0 SE5IH media_content_key = B 5

k1
30
i
n
[u]
i

4. DA Play 29 M MY 22 9 HEES HEO2 [+22 json ZHO| data 2
Kollus crypt SDK £ 0| 838 2= ststo] M&stL|Ct
DAL RIS HEE S 0|02 MEY I 2= H|O|E2] XI2H2 BIEA|

7|&E i 2 integer FO|0{OF Tt BtL|C})

Response JSON spec.

Json Tag Description

expiration_date unixtime stamp (Zt=Z E A|Zt2| unixtime stamp)

result drsh ZpH YA ZR 1 HIHA FL 02 HEsEE FuCh

content_expired DRM HHXE ZX| 2 expire A|ZIL|CH

Callback kind

Play 240| S5 AgL of2f 3 71X ALt
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ZEIX0| Expire HEE @M= A2 (kind:1)

Request
T Description
POST Http POST 2 Q& 3FL|Ct. (parameter 7} OFElL|Ct)
kind 1
client_user_id T ZHAL AF2 X} ID, media_token A A| AP E client_user_id QF S stL|C}.
player_id DAL AL APTE ZFR| T Qe THEtol ofol]
device_name WAL AFRXFZF 71X Q= Ctato| mEiy
@® Andoid : android.os.Build. MODEL
@® iOS : systemInfo.machine
media_content_key Kollus Z4HI X unique key
uservalues JSON format (VideoGateway @ = A| At-& &l uservalue0~9)

@ uservalues sample
O uservalues={"uservalue0":"Zd 2|3 E 01","uservaluel™"AZ3 E 02", "uservalue9":
"MMIAE 03"}

O VideoGateway(v.kr.kollus.com)S ZA| AL =l uservalue0~9 HEE $hH MY

Lo
Response
T= Description
(int) expiration_date Atz & A|Z+Q| unixtime stamp
(int) result 0 (HE) 1 (=
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Example

Play Callback v1.0

{
"expiration_date": 1402444800,
"result": 1
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Play Callback v1.0

XL

(int) result 0 (HIHA 184
0 Ql AL XYM E|X| UL LICE O conent_expired 7} 1 0| O] & expire 7} =34 £| X|
S CH

Example

{
"content_expired": 1,

"result"; 1

Sample
@ Play callback url
O http://www.foo.com/auth.php

@ ZHXOtZ AZH:2014H 68 102 XIH B =
O DATE (M/D/Y @ h:m:s): 6 /10 / 2014 @ 24:0:0 UTC
O Unix time stamp : 1402444800

O http://www.epochconverter.com £ 0|83} 1402444800 3t HAY

Q& L|Ch GMT 7} Of1l UTC QIL|Ct.

kindl : request expire option

request

@® URL : http://www.foo.com/auth.php

@® post data
O kind=1

O client_user_id=guestl

e
+
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http://www.foo.com/auth.php
http://www.epochconverter.com/
http://www.foo.com/auth.php

O media_content_key=VXBW1VdY

O uservalues={"uservalue0":"Z2|3 E 01","uservaluel":"A=Z3

"ME3AE 03"

response

Play Callback v1.0

E 02","uservalue9":

{
"expiration_date": 1402444800,
"result": 1

kind3 : play content (expire content)

request

@® URL : http://www.foo.com/auth.php

@ post data
kind=3
client_user_id=guestl

media_content_key=VXBW1VdY

O O O O

"MEIAE 03"

response

uservalues={"uservalue0":"Z 2|3 E 01","uservaluel":"A =3

E 02","uservalue9":

{
"content_expired": 1,

"result"; 1
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Play Callback v1.0

Code sample

CEd 22 DA DB 7t FHdE A2 1E{E|0] ¥E0| & USLITE

Cid INT
Cid INT ideo i

& video_id INT

oad_file_key VARCHAR(64
<> upload_file_key (64) % media_content_key VARCHAR(32)
£ upload_filenama VARCHAR(255)
- —— < channel_key VARCHAR(32)
transcoding_stage TINYINT ——i

< transcoding_stage < channel_name VARCHAR(255)
<> created_at INT

< profile_key TEXT
> updated_at INT

<»created_at INT

e o i

.|.
I
I
-1
I
< client_user_id VARCHAR(32) &c - INT
wruser_id INT

«»created_at INT

O updated at INT < xpiration_date INT

< expiration_count INT

> download times TINYINT
o is_ewpired TINYINT

<» created_at INT

< updated_at INT
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Play Callback v1.0

PHP sample

<?php

f
* PHP Version : 5.4 above
* by yupmin
*/

include "./config.php";
// F9| : kind 7} 1 L Xt&2 2 expiration_date 7} MM | = ME 10| K| ¥ L|Ct.

/1 M HMBt sl
$_default_expiration_count = 3;
$_expired_duration = 60 * 60 * 24; // 1 day

// DB Connection
$_db_conn = mysql_connect($_hostname, $_username, $_password);
if (1$_db_conn) {

die('Could not connect: ' . mysql_error();

$_db_selected = mysql_select_db($_database, $_db_conn);
if (1$_db_selected) {

die ('Can¥'t use database : ' . mysql_error());

$_kind = isset($_POST['kind']) ? ((int) $_POST['kind']) : NULL;
$_media_content_key = isset($_POST['media_content_key']) ? $_POST['media_content_key'] : NULL;
$_client_user_id = isset($_POST['client_user_id']) ? $_POST['client_user_id"] : NULL;

$channel = NULL;
$_query = sprintf("SELECT * FROM ‘channels’ WHERE ‘media_content_key' = '%s",

mysql_real_escape_string($_media_content_key, $_db_conn));
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Play Callback v1.0

$_result = mysqgl_query($_query, $_db_conn);
if ($_result) {
$channel = mysql_fetch_array($_result, MYSQL_ASSOCQ);

if ($channel === FALSE) $channel = NULL;
} else {

die('Invalid query: ' . mysql_error());
}
$user = NULL;

$_query = sprintf("SELECT * FROM ‘users’ WHERE ‘client_user_id" = '%s"",
mysql_real_escape_string($_client_user_id, $_db_conn));
$_result = mysqgl_query($_query, $_db_conn);
if ($_result) {
$channel = mysql_fetch_array($_result, MYSQL_ASSOCQ);
if ($channel === FALSE) $channel = NULL;
} else {

die('Invalid query: ' . mysql_error());

$channel_user = NULL;
if (lis_null($_media_content_key) && lis_null($_client_user_id)) {
$_query = sprintf("SELECT * FROM “channel_users’ WHERE ‘user_id" = '%s', ‘channel_id" = '%s",
$user['id'], $channel['id");
$_result = mysqgl_query($_query, $_db_conn);
if ($_result) {
$channel_user = mysq|_fetch_array($_result, MYSQL_ASSOC);
if ($channel_user === FALSE) $channel_user = NULL;
} else {

die('Invalid query: ' . mysql_error());

$_json_result = array(‘result’ => 0);
switch($_kind) {
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Play Callback v1.0

case 1:
if (is_null($channel_user)){
$_expiration_date = time() + $_expired_duration;
$_expiration_count = $_default_expiration_count;
$_query = sprintf("INSERT INTO ‘channel_users'(user_id’, ‘channel_id’,
‘expiration_date ,'expiration_count’ , ‘created_at’, ‘'updated_at’) VALUES('%s', '%s', '%s', '%s",
UNIX_TIMESTAMP(), UNIX_TIMESTAMP())", $user['id'], $channel['id’], $_expiration_date, $_expiration_count);
$_result = mysql_query($_query, $_db_conn);
if (1$_result) {
die('Invalid query: ' . mysql_error());

} else {
$_expiration_date = $channel_user['expiration_date'];

$_expiration_count = $channel_user['$expiration_count'];

$_json_result['expiration_date'] = (int) $_expiration_date;
$_json_result['expiration_count’] = (int) $_expiration_count;
break;

case 3:

if (lis_null($channel_user) && $channel_user['is_expired']) {

$_json_result['content_expired'] = 1;

}
break;
}
// DB Close

mysgql_close($_db_conn);

// json_encode & Z1IE kollus_encrypt & Sl A5 3tA|ZA

echo kollus_encrypt(json_encode($_json_encode));
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JSP sample

<%@page import="org.codehaus.jettison.json.JSONObject"%>

<%@page import="java.util.Locale"%>

<%@page import="java.util.Date" %>

<%@page import="java.text.SimpleDateFormat"%>

<%@page import="java.util.ArrayList" %>

<%@page import="org.codehaus.jackson.map.ObjectMapper"%>

<%@page import="java.util.HashMap"%>

<%@page import="java.sql.*"%>

<%@ page import="test.*"%>

<%@ page language="java" contentType="text/html; charset=UTF-8"
pageEncoding="UTF-8"%>

<%
String kind_str = request.getParameter("kind");
String media_content_key = request.getParameter("media_content_key");
String client_user_id = request.getParameter("client_user_id");
int kind = Integer.parselnt(kind_str);

int _default_expiration_count = 3;

int _expired_duration = 60 * 60 * 24; //one day
int channel_id = 0;

int user_id = 0;

int channel_user_id = 0;

int expiration_count = 0;

int is_expired = 0;

int download_times = 0;

Long expiration_date = Ol;

Connection conn = null; // null 2 7|3} $tCt
PreparedStatement pstmt = null;

ResultSet rs = null;

JSONODbject jsonobj = new JSONODbject();

try {
String url = "jdbc:mysqgl://localcost:3306/kollus_base";
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String id = "test"; // AFEXF A™
String pw = "test"; // AL&Xt HHO| IfAQ|E

Class.forName("com.mysql.jdbc.Driver").newlnstance();
conn = DriverManager.getConnection(url, id, pw);

String sql = "SELECT * FROM ‘channels” WHERE ‘media_content_key" = ? ";
pstmt = conn.prepareStatement(sql);
pstmt.setString(1,media_content_key);

rs = pstmt.executeQuery();

while(rs.next()){

channel_id = rs.getInt("id");
}
rs.close();

pstmt.close();

sql = "SELECT * FROM ‘users’ WHERE ‘client_user_id" = ?";
pstmt = conn.prepareStatement(sql);
pstmt.setString(1,client_user_id);

rs = pstmt.executeQuery();

while(rs.next()){

user_id = rs.getInt("id");
1
rs.close();

pstmt.close();

if (channel_id > 0 && user_id > 0) {
sql = "SELECT * FROM ‘channel_users” WHERE ‘user_id" = ?, “‘channel_id" = ? ;
pstmt = conn.prepareStatement(sql);
pstmt.setint(1, channel_id);
pstmt.setInt(2, user_id);

rs = pstmt.executeQuery();
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while(rs.next()){
channel_user_id = rs.getnt("id");
expiration_date = rs.getLong("expiration_date");
expiration_count = rs.getInt("expiration_date");
is_expired = rs.getlnt("is_expired");
download_times = rs.getInt("download_times");

rs.close();

pstmt.close();

jsonobj.put("result”, "0");
switch(kind) {
case 1:
if (channel_user_id == 0) {
Long starttime = System.currentTimeMillis()/1000;
expiration_date = starttime + _expired_duration;

expiration_count = _default_expiration_count;

sqgl = "INSERT INTO “channel_users'(user_id’, ‘channel_id’,
‘expiration_date” ,'expiration_count’ , ‘created_at’, ‘updated_at’) VALUES (?,2,?,2,2,9)"; // sql &2
pstmt = conn.prepareStatement(sql); //

prepareStatement | A] S sql & O|2| ZHO}t STt

pstmt.setInt(1, user_id);

pstmt.setInt(2, channel_id);

pstmt.setLong(3, expiration_date);

pstmt.setInt(4, expiration_count);

pstmt.setLong(5, starttime); // X} Rt A|ZH
pstmtsetlong(6, starttime); // HX| SR} A|ZF

pstmt.executeUpdate();

pstmt.close();
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}
jsonobj.put("expiration_date", expiration_date);

jsonobj.put("expiration_count”, expiration_count);

break;
case 3:
if (channel_user_id > 0 && is_expired > 0) {
jsonobj.put("expiration_date", expiration_date);
}
}
break;

conn.close();
} catch (Exception e) { // 0f| 2|7} Z45IH 0f 2|
e.printStackTrace();

String sendMsg = jsonobj.toString();
// System.out.printin(sendMsg);

%>

<%= kollus_encrypt(sendMsg)%>
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